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Hampshire Achieves
Session Plan 
	Course:
Staying safe online (Prevent and BV)
	Session Number: 

	Date: 


	Start Time: 
9.30am
	End Time: 
12.30pm
	Tutor Name: 




	Aims:  Raising awareness of tactics used by online extremists to groom young people and highlighting the importance of protecting your own identity and personal information when meetings strangers online
 

	Group Learning Objectives (SMART)
By the end of the tutorial learners will be able to:
· Identify in the video where Louise and Mark have encountered extremists online

· Consider how careful individuals need to be when talking to strangers online and building relationships with strangers

· Explore the dangers of sharing personal information online

· Carry out consolidation activities to be able to identify methods extremists use to manipulate and coerce others into carrying out illegal and/or terrorist acts


	Individual Learning Goals or Individual Learner Activity:
· Learners to be made aware of sharing personal stories and importance of confidentiality 
IMPORTANT Dealing with controversial issues 

The topics covered in Side by Side are controversial and raise challenging issues. You should be aware that some learners might disclose concerns about extremist grooming as a result of taking the modules. You should report a disclosure to your DSI if your learners are at risk of any form of grooming. 




	Timing
	Tutor Activity
	Learner Activity

Identify where embedding of the topics below have been included using the codes 
(HS) (S) (E&D) (BV)
	Differentiation 

(inc. Functional Skills)
	Assessment
	Resources

	
	Register, refreshments and welcome
Housekeeping (Fire exits, fire drills, smoking, breaks, refreshments). Introduce the learning outcomes and remind learners that this is a personal subject so we need to safeguard each other and any personal information or stories shared during the session; any disclosures will be shared with the DSI
The online module contains three chapters: 

1 Encountering extremism

· Learners see where Louise and Mark encountered extremists. They see Mark getting into conversation with a stranger online.

· Learners consider how careful they need to be when talking to strangers online.
Activity – this activity should be used after viewing the first section ‘encountering extremism’
For this activity you need to prepare the names of 5 platforms on cards or slides e.g:
· Chatrooms

· Social Media

· Internet

· Smart Phone

· Websites


	Learners encouraged to actively listen, ask/respond to questions and engage in the session to get the most benefit out of the information being shared
Any questions?
Learners will be asked to watch the first online video module and contribute to any interactive elements during the session such as the group MCQs

In groups, present or elicit a range of social media platforms. This could be through Q&A as a class or in groups then feeding back to the class 

Learners should consider:

· Chatrooms

· Social Media

· Internet

· Smart Phone

· Websites

In groups, identify how they might be targeted through this specific online platform? Ask them to identify at least three ways in which they feel this platform could be used to target them

	ESLC, BV, Prevent, SG, EDI

ESLC, ER, EW SpAG, BV, Prevent, SG, EDI
	Presentation assessment 
Q&A

Open discussion

Group & individual input

Direct questioning & Q&A

Observation

Group activity

Observation
Group discussion
Q&A
Feedback
	Laptop
Projector 
Recorder 
Flip Chart

Pens

Felt tips

Downloads

Video link

Platform cards 
Flipchart and Pens

	
	2 Your online friend

· Learners see Louise sharing personal information with her online contact.

· Learners consider the relationship and motives.
Activity - the following activity should be carried out after watching the second section ‘your online friends’ Prepare the following in advance:
· Scripts from the drama (p34)
· PowerPoint or handout with the ‘Key reasons’ (see learner activity)
· Flipchart, pens and paper

Ask each group to consider:

why they think that extremists use isolation from family and old friends as a method of targeting individuals.

Ask groups to feedback to the whole class on their answers.

Ask the groups to look at & discuss the drama scripts to identify evidence that the extremists are trying to isolate Mark or Louise - who are they isolating them from? and Louise in a class discussion

Finalise this discussion-based activity by identifying the key reasons for vulnerability and seeing if this is true in the cases of Mark and Louise in a class discussion


	Learners will be asked to watch the second online video module and contribute to any interactive elements during the session such as the group MCQs

Ask each group to consider:

why they think that extremists use isolation from family and old friends as a method of targeting individuals.

Ask groups to feedback to the whole class on their answers.

Check that the following reasons have been covered

For summary use these key reasons:
· To increase an individual’s vulnerability

· To isolate means that an individual has no one in their established circles to turn to or to confide in if they are worried or threatened

· Can encourage the individual to feel lonely, rejected and therefore needing to seek new friends

· Can even turn individuals against old friends and family so that they want to do things that might show they do not need them
Ask the groups to look at & discuss the drama scripts to identify evidence that the extremists are trying to isolate Mark or Louise - who are they isolating them from? 


	ESLC, ER, EW SpAG, BV, Prevent, SG, EDI
	Q&A

Observation

individual activity
Deeper questioning 

Q&A

Observation

Deeper questioning 

Group activity

Q&A

Observation

Deeper questioning

Group activity

Q&A

Observation

Deeper questioning


	Paper
Pens

Online link
Flip chart and coloured pens

Blue-tack

	
	3 Do as I say

· Learners see Louise chat with her contacts and Mark talk on the phone with his contacts. The contacts are highly coercive.

· Learners consider why Mark and Louise go along with what they are asked to do.
Activity – prepare in advance the following: 

· Instructions for the activity either as PowerPoint slide or on the flipchart

· Copy of the online discussion

· Flipchart, pens and paper

· Summary of key points either as PowerPoint slide or prepared on the flipchart

Explain that you are going to let them review a private online discussion. The discussion is between Wonder-Woman 2020 and GOTo123. 
During the conversation WonderWoman2020 does not realise that she is revealing personal information. Ask the group to review the conversation and identify the following:

Finally ask the learners to feed back to the class as the information that the group has discovered about Wonder-Woman2020 

Follow this with a wider discussion about what Wonder-Woman2020 might have done differently

Ask learners to record this on a flipchart.  


	Learners will be asked to watch the third online video module and contribute to any interactive elements during the session such as the group MCQs

Ask the group to review the conversation and identify the following:

· How good has WonderWoman2020 been in keeping personal information private?

· What information has she shared that could then be used to find out more about her and her family

· How could she have kept herself safe?

Share the online discussion between Wonder-Woman 2020 and GoTo123

Finally ask the learners to feed back to the class as the information that the group has discovered about WonderWoman2020 

Follow this with a wider discussion about what Wonder-Woman2020 might have done differently
Record this on a flipchart.  


	ESLC, ER, EW SpAG, BV, Prevent, SG, EDI
	Group discussion
Q&A

Observation

Note-taking
Q&A

Group feedback
Deeper questioning

Group activity and discussion
Observation

Q&A


	Video link
Flipchart paper & pens


	
	Summarise the activity by highlighting the following key points:

How good has WonderWoman2020 been in keeping personal information private?

· She thought she was being discreet but in fact there was lots she was sharing

· Important not to become to ‘smug’ and always keep checking what you are disclosing

What information has she shared that could then be used to find out more about her and her family?

· Some information relating to where she lives

· By sharing such key information about the football team she plays for, the distinguishing football kit, who they just played and what position she plays it would be easy for GoTo123 to investigate further and find out more about her

· Information about her family – she has a sister and that she is sometimes in trouble with her parents

How could she have kept herself safe?

· Talking generally about the football

· Not talking about her family and her relationship with them

Gather together any other comments made by the group activity.
	Share the activity summary with learners and invite comment and further questions
	ESLC, BV, Prevent, SG, EDI
	Summary
Recap 

Consolidation of learning
	

	
	Final Activity (if time allows) 

Prepare domino cards (page 41 – 44)
Ask the groups to do the following:

· Take the cards in your pack and share them out.  Apart from the person with the ‘START’ card, everyone else places their cards face down. 

· The person with the ‘START’ card reads out the question in bold and places their card on the table.

· Each person should discuss what they think the answer might be, and then look to see if they have an answer on their cards.  

· When the group has an answer which they all agree with, the card should be placed on the table, and the next question should be read            

(PS – this might answer to the previous question!)                

Complete this session with a discussion about what the cards have identified about keeping safe online and how learners can now improve their online safety.

Any questions or concerns?


	Learners to take their cards and not share them with others.  Support can be given (in pairs) for learners who may be weaker at reading. 

The person with the START card starts the activity. The group discusses what the answer might be, then they can check their cards to see if they have the correct answer. 

The next question should be read and the activity repeated.

Final discussion – what have you learnt about online safety?
	ESLC, ER, EW SpAG, BV, Prevent, SG, EDI
	Group contribution 

Individual contribution

Observation

Q&A


	Domino cards prepared in advance

	Include here any specific considerations taken relating to Health and Safety (HS) / Safeguarding (S) / Equality and Diversity (E&D) / Functional Skills (FS) / British Values (BV)

	EDI - Awareness of differences in attitude, opinions and political views. Tutor to prepare to challenge as appropriate. Adapt session to ensure inclusiveness and access to all learners.
SG – sharing of personal information including mental health, physical health and learning difficulties. Learners to form a mutual agreement regarding confidentiality of other peoples’ stories

BV – group agreement, mutual respect and democracy/adherence to law

H&S – roles and responsibility to care for self and others. Housekeeping. Maintaining a safe learning environment.



After the Session please ensure that the Session Evaluation overleaf is completed

Evaluation of Session   (reverse of Session Plan)

	Please respond to the questions in bold after each session.  Reflect on the additional questions and comment more fully where appropriate.

	How well did the learners achieve their goals and enjoy their learning?


	Did the session go as planned? 


	What went well?  

	Are there areas that you feel could be improved?


	What might you do differently if you were delivering this session again?



	Were the teaching strategies used in this session appropriate?  Are any changes needed to make this Session Plan more effective? 
	How have you addressed any identified additional learning needs?
How were adjustments made to support the needs of learners with a learning difficulty and/or disability? 

	How well was teaching differentiated to meet the needs of all learners?  How well did you take into account learners’ knowledge and understanding of equality and diversity, and preparation for living and working in a multiracial society?

	How did you deal with lateness, non-attendance or poor performance? 



	How will you take the assessment of learning into account in planning the next session? 

	Are you satisfied that accommodation and resources meet Health and Safety requirements?  If not, how have you addressed any issues? 



	How well did you manage the safety of learners eg learners using safe working practices; learners indicating that they feel safe; any safeguarding issues?

	Is any follow-up action required from this session?  Do you need to feed back any information to your Centre Manager? 




Action required:

	Action
	By Whom
	By When
	Review 
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